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(DSee Harry Brignull. Dark Patterns: Dirty Tricks Designers Use to Make People Do Stuff, 90 Percent of Everything, Available
at: https://90percentofeverything.com/2010/07/08/dark-patterns-dirty-tricks-designers-use-to-make-people-do-stuff/index.html, Last
visited on 2024-08-16.
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(DGlobal Privacy Enforcement Network. GPEN Sweep 2024: “Deceptive Design Patterns” Report, Available at: https:/www.
privacyenforcement.net/system/files/2024-07/GPEN%20Sweep%202024%20-%20%27Deceptive%20Design%20Patterns%27_0.pdf,
Last visited on 2024-08-13.

(@)See Jamie Luguri & Lior J. Strahilevitz. Shining a Light on Dark Patterns, Journal of Legal Analysis, 2021,13(1), p.81.

(®See M. R. Leiser & Mireille M. Caruana. Dark Patterns: Light to Be Found in Europe’s Consumer Protection Regime, Journal
of European Consumer and Market Law, 2021,10(6), p.241; See also Arunesh Mathur, Mihir Kshirsagar & Jonathan Mayer. What
Makes a Dark Pattern... Dark? Design Attributes, Normative Considerations, and Measurement Methods, In Proceedings of the 2021
CHI Conference on Human Factors in Computing Systems (CHI 21), Association for Computing Machinery, New York, Article 360,
2021, pp.12-16.

(@See Alexander Egberts. Manipulation through Design: A Law and Economics Analysis of EU Dark Patterns Regulation,
LUMSA University Rome, August 2021, pp. 31-34.

(®See Jamie Luguri & Lior J. Strahilevitz. Shining a Light on Dark Patterns, Journal of Legal Analysis, 2021, 13(1), pp. 87-90;
See also M. R. Leiser & Mireille M. Caruana. Dark Patterns: Light to Be Found in Europe’s Consumer Protection Regime, Journal of
European Consumer and Market Law, 2021, 10(6), p.246.

®See M. R. Leiser & Mireille M. Caruana. Dark Patterns: Light to Be Found in Europe’s Consumer Protection Regime, Journal
of European Consumer and Market Law, 2021, 10(6), p.246.

(DSee M. R. Leiser & Mireille M. Caruana. Dark Patterns: Light to Be Found in Europe’s Consumer Protection Regime, Journal
of European Consumer and Market Law, 2021, 10(6), pp.246-247.
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(DSee Justin Hurwitz. Designing a Pattern, Darkly, North Carolina Journal of Law & Technology, 2020, 22(1), p.62.
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(DSee Lauren E. Willis. Deception by Design, Harvard Journal of Law & Technology, 2020, 34(1), pp.132-133.

@See Alexander Egberts. Manipulation through Design: A Law and Economics Analysis of EU Dark Patterns Regulation,
LUMSA University Rome, August 2021, p.14.

(®See Amos Tversky & Daniel Kahneman. Judgment under Uncertainty: Heuristics and Biases, Science, New Series , 1974, 185(4157),
p. 1131.

@See Daniel Kahneman. Maps of Bounded Rationality: Psychology for Behavioral Economics, The American Economic
Review, 2003, 93(5), pp. 1450-1452.
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(©See Arunesh Mathur, Mihir Kshirsagar & Jonathan Mayer. What Makes a Dark Pattern... Dark? Design Attributes, Normative
Considerations, and Measurement Methods, In Proceedings of the 2021 CHI Conference on Human Factors in Computing Systems
(CHI "21), Association for Computing Machinery, New York, Article 360, 2021, pp.12-16.
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(DSee Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin L. Toombs. The Dark (Patterns) Side of UX Design, In
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems(CHI '18), Association for Computing Machinery,
New York, Paper 534, 2018, p.6; See also Arunesh Mathur, Gunes Acar, Michael J. Friedman, Eli Lucherini, Jonathan Mayer,
Marshini Chetty & Arvind Narayanan. Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, In Proceedings of the
ACM on Human-Computer Interaction (PACMHCI), 3(CSCW), Article 81, 2019, p.13.
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(DSee Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin L. Toombs. The Dark (Patterns) Side of UX Design, In
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems(CHI '18), Association for Computing Machinery,
New York, Paper 534, 2018, p.7.

@See Tim Wu. Blind Spot: The Attention Economy and the Law, Antitrust Law Journal, 2019, 82(3), pp.801-802.

(®See Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin L. Toombs. The Dark (Patterns) Side of UX Design, In
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems(CHI '18), Association for Computing Machinery,
New York, Paper 534, 2018, p.5.

@See Alison Hung. Keeping Consumers in the Dark: Addressing “Nagging” Concerns and Injury, Columbia Law Review, 2021,
121(8), p.2496.

(BSee Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin L. Toombs. The Dark (Patterns) Side of UX Design, In
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems(CHI '18), Association for Computing Machinery,
New York, Paper 534, 2018, p.8.

®See Luigi Mittone & Lucia Savadori. The Scarcity Bias, Applied Psychology, 2009, 58(3), p.453.
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TR 25 WA R TR0 BRI A, 0 ST T 21 38 B0 0k 3 L SR A Il A A ) S0

=. BREENEEATEIN TR

(—) Bm R kA 0 £ B L k7 RALH L
TENLIR R, 38 B vk 2 1 ik S8 A RGRA 1k 1P 4% B A2 4 ) 2 30} PR s S dE AT LR . — O

(DSee Arunesh Mathur, Gunes Acar, Michael J. Friedman, Eli Lucherini, Jonathan Mayer, Marshini Chetty & Arvind Narayanan.
Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, In Proceedings of the ACM on Human-Computer
Interaction (PACMHCI), 3(CSCW), Article 81, 2019, pp.14-15, 19-21.

@See William Samuelson & Richard Zeckhauser. Status Quo Bias in Decision Making, Journal of Risk and Uncertainty, 1988,
1(1), p.7.

(®See Amos Tversky & Daniel Kahneman. The Framing of Decisions and the Psychology of Choice, Science, New Series, 1981,
211(4481), p.457.

@See Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin L. Toombs. The Dark (Patterns) Side of UX Design, In
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems(CHI '18), Association for Computing Machinery,
New York, Paper 534, 2018, pp.7-8.

®See Arunesh Mathur, Gunes Acar, Michael J. Friedman, Eli Lucherini, Jonathan Mayer, Marshini Chetty & Arvind Narayanan.
Dark Patterns at Scale: Findings from a Crawl of 11K Shopping Websites, In Proceedings of the ACM on Human-Computer
Interaction (PACMHCI), 3(CSCW), Article 81, 2019, p.16.

©See Colin M. Gray, Yubo Kou, Bryan Battles, Joseph Hoggatt & Austin L. Toombs. The Dark (Patterns) Side of UX Design, In
Proceedings of the 2018 CHI Conference on Human Factors in Computing Systems(CHI '18), Association for Computing Machinery,
New York, Paper 534, 2018, p.5.
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T, 3B ZE Iy N — e P Sk B % 1) i 52 )2 TR AR i) AR i A, S8 1 v B R FH L) SR g A XA 37
i S BEFR 58 5 %% 51 4> (Federal Trade Commission, FTC), Hi A AU (BRI A 5 & R &iE)
(Federal Trade Commission Act, FTCA) &5 55537 th A2 SR R P 00 47 R R e . "FTCARL E Xt
CANES AT R ) =4 DK T 2 R AT R A R E 5 T 9 AR B TG B
XY B 3 T e 4 SRNG5S DU RS SE 5 B ATk AR AT TS 4,
i 5 B B 2R T ) PR S AR AT 8 N 12 2% R i) 3 [ ) T RE o AH 7 SRS AN A 5T, B S8
PE45E  (substantial injury ) T A6 77 76 PR, 3 (75 35 1 S i A X, 1 7 b 0 M o 00 TT i, '
FEHT B B F SR e Ah, (B E B 5k EEAEZTE R ) (American Innovation and Choice Online Act,
AICO) 5 TEAR BEHU 17 1 1 5 4 5 08, o rpr2(b)(2)F12(b)(5) 4% 43 ) % 5 il 2217 55 < BRIA T
B 1 SRR AT A b B TE R P B R R T 1 2 ) (Deceptive Experiences To Online
Users Reduction Act, DETOUR) & 7E ¥l R4 2, LIBER THZ B — i SIS AR 2K & il g i3
P B P e A AU AT B E i ik, IR A FTCHEFT B AT 30 . TIE JLAEFTCE
WA R — RSN PBGEIT, R X W TR R AR ATIR b H R, B Bk — 25 Ak 26 [ )
AR TR

T35 THI, SE VR DS M 2% 3 B RA ST ik B R IR 2 1 0 37 S )RR R A S8 1 45 M
W FAST v BUA — g HE e, G vh TAS M © 4858 3k 25 1k 75 71 2% 38 A lie 52 J i il PR s 8 =X 2K
B FAE SR, TIX e TR 5 MY TR R AL A AR S HBUR), I HLTE AP X
& B, AR 3 K i 2% F B2 FA 5 ) (California Consumer Privacy Act) 1 #Z AU AR #H 3¢ 12
B, LTS M T 3 e 2 e PR A0 SRS AR K 20234F hin M SE A 49 O M & FAKLiE ) (California
Privacy Rights Act, CPRA) BHTifi & L R IE AR, 18 A S HR 1T 10 ) g vE R, 5 R S 4 TH 2% 3 e 45
TN B8 3 03 A BRI AR 2 S n R TR 2% I 25 P B FA 7 %2 ) (Connecticut Data Privacy Act) 85
5 PR 9% S ), BRI M 20254F 1 H 1 H RE AR 2% 38 0 € 1)) 5 a4 SR B R
I kIR (opt-out preference signals) o PR 5 25 M A0 37 1 ERE , B30 )2 TH 00 B0 48 B FAvE R W AE il €
AR Y B AL R T S T A B A A SRR, AT 7 1L S B A X i S g
PRI\ TE i 5 AR IR ALK

b 56 [ B oo RS AR R ) S i, A LU AN R — o, SR RN R VA 2 N R
B 3 5 BH BT 15 8 4 388 S 45 B0 BEOR 201048 1) (TR 2 A6 26 I W #5150 12 %€ ) (Restore Online
Shoppers’ Confidence Act, ROSCA ) A & A £ HH i P 58 . 15 2% & A% R A i 28 & A i 0, HomT

(DSee Jamie Luguri & Lior Jacob Strahilevitz. Shining a Light on Dark Patterns, Journal of Legal Analysis, 2021, 13(1), p.82.

@FTC Policy Statement on Unfairness, 104 FTC 949 (1984).

®)See Jamie Luguri & Lior Jacob Strahilevitz. Shining a Light on Dark Patterns, Journal of Legal Analysis, 2021, 13(1), p.88.

@®H.R.3816.

B®H.R.6083.

©®FTC manipulative or deceptive design cases and enforcement actions, see Federal Trade Commission v. Vonage Holdings
Corporation, Case 3:22-cv-06435, Available at: https://www.ftc.gov/legal-library/browse/cases-proceedings/vonage, Last visited on
2024-08-22; See also Federal Trade Commission v. Age of Learning, Inc. (ABCmouse), Case 2:20-cv-07996, Available at:
https://www.ftc.gov/legal-library/browse/cases-proceedings/172-3186-age-learning-inc-abcmouse, Last visited on 2024-08-22, etc.

(@See NAL Best Practices for User Choice and Transparency, Available at: https://thenai.org/wp-content/uploads/2022/05/NAI-
Dark-Patterns-Final-5.12.22.pdf, Last visited on 2024-08-22. B [ /1 £ 5 Fa FA7%: 58 : CCPA, Cal. CoDe regs. tit. 1.81.5 § 1798.100 -
1798.199.100, CPRA, Cal. Civ. Code § 1798.100 - 1798.199.100; VCDPA, S.B. 1392; CPA, Colo. rev. stat.§ 6-1-1301~1313;
UCPA, S. B. 227; CTDPA, S.B. 6.

®H.R.8152.
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DI 0 B B 2 70 ) JRRE A5 %0 SRR I R 8T 2 8 AN W] B ) A 32k 2%, 2RO LB
WAL 4 Y 2 2 e AT Rt AE SX — ) {1 BEATHLRE . CPRAJS MY il i S b A 2 345 11 [ 2%
ASH) B IR B, B RE Al 7 BEARAIE RS RA A BE, Hoa Z0 S ik s A 00 5@ . (o 3 JE I M 9 9% 5
5 - 971% ) (Virginia Consumer Data Protection Act) 3R /il AL H 2% 2 SRS R i D 005K 15
8 2% 5 F 2, PR $EIR Y B« e 5 Ia] 2 i A A A% | i) A T R ZE By B (Al 2 R AL i
%) (New York Privacy Act) ZR L RE 18 2% & 0O BUR LA K BRI B 88 ok, — %, @ 2 0 H1KIG
PR R BRAFTCI S —HEA T3, LLREIR 5 4 M2 m stk 22400, B AN T8 5 1%
SO R RS T RIS SR ) e B — g 48 S HURYEAE o 900, S 2% ) (B I A1 2 (Network
Advertising Initiative, NAI) F20224F % 1ii $8 5 SO CH P it AR 335 B BE (1Y BESEIEE ), At
24 PR R RS A DG 220, A ) T35 B Aol B Ao R IR AR O I B 5 B

(=) B Xk AL B M R 5k 7 B R L4 5

LT3 5 58« R SR BRURR HE R0 D00 5 4 7 118 156 A2 R AR, [l 7 B i A 1% 0 ol ), A — 1k &%
SRR REOR P R 1) AR SO e ) B 7 280 7 — PR Sk HIL R 2T, — J7 T, DR R M e — M
TR, ANNTE T i 5a T ) 2% & R S I — M SR R ) SR I A S, SRR 2R i) R A
IR MAL LB DL TN AT A7 B TG o W1 2005/29/ECS (AR ASF RDIEAT A 454 )
(Unfair Commercial Practices Directive, UCPD) f§ Bj“— % i1 9% %> (average consumer ) 1 & K il A
2 FRDAT A, AR RS R S R PR B AT A RUR AL B AT Ry, —SEFh 2R 0 RS AR AU T ixdE 4
FIRAR B AS 2SS ik AT o4 B B . B 2, UCPDAE 7(1)4% 5 45 7(4) () 4% o1 I LA 1k 55 5l A A5
2, A7) 4T H LLZE 1F 8 i — & A i B A 2 A0 Bes B o) UL X S 8 S A SR O 2R L 2
KHE 2% B I AS 1E 4 520 (undue influence) , DL ETH 2% & M BT A B B, S BB A
AN ZZ Gy RE o [, BRE2011/83/EUS (TH 28 #H AL FI 64 ) (Consumer Rights Directive) i,
TE 28 FAE BER 0 AS RN ELR, 48 4278 S TR A5 5 2% TR B9 2% & 1 AR TR, & BT
UL 2% 0 e 59 H A, — 8 F2 B VTR Z03H 2% 38 00 BR BV 5 9 B0 R B 52 )5 148 4 MLl
TR S5 Wk vt o S22 58 28 BT BRI BT SE A Il S5 27 5 28 1k AETH 2% R W 1 2 A i
TR A P20224E2 H, BRI Y 2% F a4 (European Consumer Organisation, BEUC) & 15 i 15 (&
AR T 5 R T 2 T R R —— IR A T A R ), BROR B — M 2 R Y bR R A
S, FRUAEUCPDH 51N 0 VAl 23 T B bl L RO — R e 5 b .

Ty —J5 T, BR ST i 6 R B ) N TR R A T 5 o AR Gl 28 £R 37 4549 ) (General Data
Protection Regulation, GDPR ) A% HHfif i 5 BR B AR 3, (H Ho 5 I8 X < [\ 28 fl LR 37 o BIVE f 853 Ab 38
B ISR B <R 20, B AT R A 0015 808 28 HUR 00 LAl b, B B AR EEES  H B
VE Y AR R 48 718 5 B0HE 425 1) 2 0 Z0U RE 0% 11E WA 250408 A i S ) B A BN N8, HoEoHe £
ASC Rt 4 D EC ] . 32 2 490 ] 30 0 P R R A T S, o VA e Ak I B DL SR w4k A
%A E BT DLHERR R P & 28 38 R H 50208 2% 38 DN e 5 i BRUE [) 3 ) A 1k

(DSee Jamie Luguri & Lior Jacob Strahilevitz. Shining a Light on Dark Patterns, Journal of Legal Analysis, 2021, 13(1), p.92; See
also The Restore Online Shoppers’ Confidence Act (ROSCA), 15 U.S.C. §§8401-8405.

(@NAL Best Practices for User Choice and Transparency, Available at: https://thenai.org/wp-content/uploads/2022/05/NAl-Dark-
Patterns-Final-5.12.22.pdf, Last visited on 2024-08-22.

(®See also Alexander Egberts. Manipulation through Design: A Law and Economics Analysis of EU Dark Patterns Regulation,
LUMSA University Rome, August 2021, p.16.

@See European Consumer Organisation. “Dark Patterns” and The EU Consumer Law Acquis: Recommendations for Better
Enforcement and Reform, Available at: https://www.beuc.eu/publications/beuc-x-2022-013_dark_patters_paper.pdf, Last visited on
2024-08-22.
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e Ab, HEBH SO E B 7 2200 2 T, FR L AAT AS Z0 B P R0 D00 e xop R b A8 KR B 17 B Al
BRI E S S, BRI W SO E Tk 2, T B R RS S AR R
P BT THERTE Bl in, BTk 551 ) (Digital Services Act, DSA ) 552555 ML 70 78 28 5 1 1 13 i1 22
¥, BRI ARG Gl i | A 2 Bl AR 2 S R O B R Ok S5 HE a2 A, Bl DL H At U 5K S8
P i B IR S5 A B AR S H RS R BB R B8 1 o AT UCPD, 1% 25 3K ML i) 318 [l
FEARBR T3 e 3 2 I RIS M. "DSART S 674 R T 5525(3) 5 TR B 1) Fhut
RS, R BRI RE AR N ESE, SRR N E TR L SR A T ) R A
X EFHHER) (Digital Markets Act, DMA) B & B i 1 S« BRI AE >, {H R 25 1k e 26
A LUAE i 75 O P SR AR e B, S e R SR P B SRR
5(2)(d)F N 55 5(8) 4% BLHE 25 11 s b 3T DAL, 455(2) 4 B 2 S S W X S 1L, (B v )
(Data Act, DA) 6.2(a)5% 2% 1F DAL B0 7 S R AE N I ARA0] 75 =X, Wi BRRal 3 gl o, 30 H
B FEA PR BB, (N TR REE R ) (Artificial Intelligence Act) 455(1)(a) 424 1k LV 250 .
PRSI S P ) H AR, FAFA NSRRI RIS D g o X 28k 0 RIS AL B SC R T TLE , 1
BV T AL A HZ IS 0 AL 5 vl

LUK, DR B AR 3 i 4 28 T O RR AR X, W % 2R RIS RS R IO 5 0 R
1iE - DSATE X HA G AR = B A A& FEA T RLVE I, 50 b REEESE 5 9 2 AH 45 A 00 s ik X, I BR)
PR A SR A AT R PR 2 2% o BB EE R 2R A 1 R BB R e & (LLAE R ST T
A EIREE, G 00E S8 W8 550 5 B IS 3Lk £ ), ki) n) (R ER AR S5 #e52 &
VEH R ) , BELAS (5 3 2 35k 5 L JH At 355 5 o R X 8 RE B B 4, ke 280 0l 452 1 ) S s BT R 55 1)
TP Z B 5 o eFh ) 28 B e WH 1 R A X 0 L R R B 2%, A A T B0 52 i v o BB s A=)

I e, B BRI 1 B G 2 ) B A 2 B T R AR SRR O T2 26, T
B ALV S RIS L) ) 1R NS 1) i P R — T B R AR A ] B 1) A R M 1
—FUHE B n, DA SRR MR & B0 B E 5 DSAR) L E FEA R R — 300 H T 7 EEE O [
Y W S TR RG], 8 G o JE b 58 HE BB UCPDH () A 2 P Rk AT R i, 75 2255 8 15
T7AE GDPRIF L E 1 42 A0 B FA R AL (R 4P B R 10947 47 . "DSABLRE , & 44 UCPDE, GDPRIH 3%
BB, ASJE T DSABLE B0 1F A, 1% 9 € BN =S58 M7 Pk ek at & B . =, Bk 1%
25 FRIAVE F o v S 0 W AILAA) TR SR A SR AT — R 48 R 202342 H , BRI L £f
125 514 (European Data Protection Board, EDPB) % ATi 2 W5 #1201 8 FH F8 7, B (O FAE A8 k4
P 6 55 T A SR S P R AR B M D) 3/2022: ] TR0 R EE G e AT 1), DS R AR B R S R AR X

(DJan Trzaskowski. Persuasion, Manipulation, Choice Architecture and “Dark Patterns”, SSRN, Available at: https://ssrn.com/
abstract=4491820, Last visited on 2024-08-22.

(@)See Cristiana Santos, Nataliia Bielova, Sanju Ahuja, Christine Utz, Colin Gray & Gilles Mertens. Which Online Platforms and
Dark Patterns Should Be Regulated under Article 25 of the DSA?, SSRN, Available at: https://ssrn.com/abstract=4899559, Last visited
on 2024-08-22.

(®See OECD. Dark Commercial Patterns, OECD iLibrary, Available at: https://doi.org/10.1787/44f5e846-en, Last visited on
2024-08-22.

(@See Cristiana Santos, Viktorija Morozovaite & Silvia De Conca. No Harm No Foul: How Harms Caused by Dark Patterns Are
Conceptualised and Tackled under EU Data Protection, Consumer and Competition Laws, SSRN, Available at: https://ssrn.com/
abstract=4877439, Last visited on 2024-08-22.

(®Jan Trzaskowski. Persuasion, Manipulation, Choice Architecture and “Dark Patterns”, SSRN, Available at: https://ssrn.com/

abstract=4491820, Last visited on 2024-08-22.
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TR 5 R S, DI 2 (P AR IR R A SRR O A B 7 %8 BEUCH R 45 45 1,
U B AP P R — ST R0 SRS AL 48 4, T IS P Pk AN 6} BRI AR ) T
2, WP SRS 28 1 A 551 35 St 3 BEL T ) 3, o v B SR AR A0 S0 3R A T g O B i B A
V2, 5 ) 3E G R FE I 9% 8 S 2 SRR S S R AR B3

2. A A o SR AR L A v 7 R, SR AR BE AT TR A HE A vp SRR U U7 3 S 0 S
TEARGE A O A H— SREUSLIN 5 bR i AH 25 45 00 57 30 R % . B 0, UCPD 2R 6.5% 21l 55 8 5% BT WL
BB AS 281 B AT SR B — R 25K, T T VA B AT S B bR B — B 028 B AR AT R
(10 575 A, 0 JER T 000 P S5 % D) 5 v R A R R T 36 0B 5 1 S T X, T B L E L
SE AR T, U5 T R T R AR AR A S A R SR S TR L B AR b SR
D) 5 b5 v P b T B, REMEAE Db A 5 2 35 B HOMANTE B, R 2 B0 R R 6 SR AR
A PR B 24 35 3 LR B AR T, 3Lk 52 AR R X — AT S i, e TR G
R BB A R 9% 3 ) R IR R, TR0 2% 5 RE S R B IR AR v R IR A L S Al A
T PRI, SR3P3H 2 2 o ) A, 4 A SR s A e L TR A0 A2 0 o B =, FE ST TR S PR IR 5
Frife 2z Ab, 008 i 3k SO SR AR, K1 H A S RV o FE BRI AT T, ST A0 B s
ML EDPBLL B A A i 2% 5 B4 ) BEUCH) S A7 AH S 41 5 48 1 , (i 38 L 00 5 s v 4605

(=) ERE X EENR IR T E L 257

1. SR A X g A LA o 38 SRR T i 1k L 55—, B A S 3 [ 7 L e A X L
il o S AR B AL S AR A, ph BT A 3 S, 51k S E SR I Y R B EL, SEiE
B 34 B st 7 1 1] 7, 41 26 1) 1% AICORIDETOUR: 22, Wi (9 DMA 5 DSA%E, “ 45 =, TR T {4
BRI P 0 H R B EINATT 20224 & A 0 T8 H 32 3 P B4, B 16 M g 4R
A i B2 i P 7 TR 1 2 T R0 2 18] . TR B DS A S 2.5 5% T A S IR AL R 0 2 S0 (1 A
BEATRLIE, TG AE LT BT AS I EN 3 A EEBEN =, @y 2R IRR M EE)
FIRHEE R EE SRCUM RN FRKZICERS S &2 0D E TG A 2R H L
i, BEEATEh 2 Ah, £ E B U E HLINAL BN EDPB 5 BEUCS: IH % & (P ML 34 4546 48
B AR S R R R S . 2ot ARG E R R BB P S E AW S, WE G —
Pk, AL AAAINTE S|, FELT G F A S, &2 TR0 5 TEG 5 S i SC
T 35, A5 25 0 L3 18 T 8 1Y 00 2 T A SRR R S 0 0 5 e 1) By o ) 7 3, TR B

(DSee European Data Protection Board. Guidelines 3/2022 on Deceptive Dark Patterns in Social Media Platform Interfaces: How
to Recognize and Avoid Them, Available at: https://www.edpb.europa.eu/our-work-tools/our-documents/guidelines/guidelines-
032022-deceptive-design-patterns-social-media_en, Last visited on 2024-08-22.

@See European Consumer Organisation. “Dark Patterns” and The EU Consumer Law Acquis: Recommendations for Better
Enforcement and Reform, Available at: https://www.beuc.eu/publications/beuc-x-2022-013_dark_patters_paper.pdf, Last visited on
2024-08-22.

(®See Szymon Osmola. Neither Rules nor Standards: How to Regulate Dark Patterns, SSRN, Available at: https://ssrn.com/
abstract=4515963, Last visited on 2024-08-22.

@See Szymon Osmola. Neither Rules nor Standards: How to Regulate Dark Patterns, SSRN, Available at: https://ssrn.com/
abstract=4515963, Last visited on 2024-08-22.

(®)See Fabiana Di Porto & Alexander Egberts. The Collective Welfare Dimension of Dark Patterns Regulation, European Law
Journal, 2023, 29(1-2), p. 118.

(©See NAL Best Practices for User Choice and Transparency, Available at: https:/thenai.org/wp-content/uploads/2022/05/NAI-
Dark-Patterns-Final-5.12.22.pdf, Last visited on 2024-08-22.

(DSzymon Osmola. Neither Rules nor Standards: How to Regulate Dark Patterns, SSRN, Available at: https://ssrn.com/
abstract=4515963, Last visited on 2024-08-22.
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TR AR AT S bR ) SEE SR AR

2 SRR R L) b S5 1 5 BRI 7 A0 25 S o RV 5 [ R R R A [ ) SR AR S A R L
B AR A e T 2, (H % 78 SRS R A B TR 8 T AS ) R B A e —, FESL IR 2
AT, ) P2 00 0 85 3 A DM TR 0 2 AN 58 4 — 380 38 [ 5 2 T DA BGURA (o B i A R ) SR ke
R, A I 2 T P 1) 7 A 1) 0 U2 T O e e 3 0 B R RA v, i SE IR LI O R 1) W 2
FRAE o AHES T FTCAXS AL AT A0 — M PR BS 11, 45 A 2% 35 o RA v %o BRI A = A L ) o 1
RUELR AN, FTCLAAS 28 S ML AT A Ak B3 % 35 WAL (37 o ) SR 5, 5783 0 4 AR R )
)8 AR e 6 L 0042, ) e 36 0 ) B A R 0 O A 2R L4 S 3 5 0 1 B 25 4
WA L 7 D 7 T DAL D AR o v 2 T R T SRR ASE 5, T A Ok SE VA A A T FE PR 2
11, BT & AL A E AR . 35 B DETOUR S AICOF:AS St iF FL N 52, HBEHFTCAH 28
BT REBE, Hoar kS T W $UAT I HESE Y

M, BEERXEEAFHARLRFZESD

(—) Zmr At Xk A HLH) 69 TR

LR —: DX AN [ T 26 BRI B 22 SR A LT o R Ao i o 7 A 2 e PR AR A 1ROV B
IEIH e, FFIR B 55 BRI TR T 2 8 04 AR i 3 1 HH R R H B o A R 25 00 S
RSO0 ST T 2 38 D SR 00 S 0 2 AN ), P i g 7 A [ ) 32 T A ) PR JEE

75 0 AR I AR S T e (i R 2 T U5 R B S P R e 0, e SR B B R SR,
XL 250 AR I AR SE BT B BRI 2 B PSR By 23 8], 3 2R E A O B SRR A AUR
75 S BRI AR B AR AR R AR RL, OO LT 28 B e SR U, BT B 28 BRI
TR 2 SRR 007 2, DL ) A1 BE T SR — R i BT AR o AHAL LT, B 2R R A K
AEDE R A R 2% 5 HEA T 0, T 2 B R DRS00 B B2 52 B B TR AR BE R e, LA DU H ok
RHYAE SR L DRI PRI 5 L D SR [ REURI S I0T 8% ] BE A 7E AN HLSE M, 20 17 3% & i 2 S8
GRS [ 2 5 TR p SR A o i 5 2 28 A e A 5T REAE DL SR B AR A3 9% 5 4 Hh e %, B
TR H By B BH A A48 1 1 2% 25 00 e 2008 H R e, S 5T b BHLAS I 2% 3 00 B b e AR th T A
(7] T2 25 ) SR AR SO0k RV i 2 0 s Wy A A7 AR 22 e, TR VR I 0 2 i b o B2 A5 BT X 43 5, BRI
AR AR S i LA 00 F A, T T S T 2R R I S R 35 O R R AR

2BRBE Ky B G AR AR AR I ST ) AR B B T R i T
Xb T 7 B 5% SE M, BT AT R BUACE B A BT R R R AT BB IR ST RR AN
T RT LA A A 2 S A Pk e B A B S P AR B PRI, BT RORATRE TR SEE
BRI AR 2 1B B0 SRR Bl bR R A 1 31 9% AR 5 B S T B, R 2 A 9
FEnEa”

JUEEH S R ESZ AR R, HARRBUNLUT =050 55—, )&% 8 i R A
B JBCAN ] o 7 78 B R 78 A T i SRS 7 Bt AT B AR A, PR Ak i) 15 R
i JE R SN 7, SE R — Tl EL AR R o BRI A1 8 208 & R NSRBI S0 (i 22 5F a0 B¢
ST O P LS T R SROVEIA T S PR, AR B R R T B R T E

(DSee Gregory M. Dickinson. Privately Policing Dark Patterns, Georgia Law Review, 2023, 57(4), p. 1654.

(2)See Fabiana Di Porto & Alexander Egberts. The Collective Welfare Dimension of Dark Patterns Regulation, European Law
Journal, 2023, 29(1-2), pp. 118-121.

(®Lauren E.Wills. Deception by Design, Harvard Journal of Law & Technology, 2020, 34(1), p. 122.
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BN R AR A R B 0 RS [ o ) T 1) A SR R, AR T b el LU %
P DX 73 AN )3 B A, 2 il a1 G S RN 2 8 0 B B m kb AT 2 Rl T B A TR
RSN A B | SR SR T BRI — TSz T, R 2% 2 A AN [l 4R 3P T e ) A AL 1
NS =, T B A R AR A LA [R] o )™ 35 78 6 B S T RH I 21 28 R AR Dl SR A Y 731
), T R A ) AR AL DU R~ 65 2278 5 A s 3 9% R D SRA T R B R BB R A T B T
DL, AN AL GETH SO B T B, B T BT G ) T R B A —EIEY
P, BEDK 73 0 5 ) ok 7 B A BRI A, RISRBG™ A% HAS R T 8 A ik ALl 64 07 X - BOiR
PR 2 BT P B0 BRI AR

3R =P B 2E FH IR S R 4P RIS E R T AL S o G 2 FH R
FE BT B, AT S B F SO0 SR 988 B D Ofs 20 50l 7 A s R 2 L v R R ot e 2
RSN o RIS ) e 2R 20 BT O T, 51510 S B OB R E M U, 1% 5 HAY A
R B, MRS T8 6208 F R B TR B T 25015 3 T 0 BRI A AT v
i, T BERF QB H 5 HIAE %8 Z )R 4 15 80 ) R

e T BB AR BORE 43 51 65 48 38 B L) A R0 T 2 38 DR 9P B0 R i RSP AE AT R AR 2 B AT 5
Ao 2 JE R fi o — J7 T, 555 TR R I ASE R Bl Al 2 ) ) A% IR S R o ASERE B, HE o 3 98 2 B R
R PRGOS ) i ) R 0T LIS 24 1] °F 5 2278 5 0, F S et 80 25T R R i A2 2 38R
fii o NZETT S R DR, Bt B8 5 2 R R SO0 01 Y S 8 S (I SR 5 B A 51 5, (HOOAH
B R B ERFFUORA A ), —E AR B BT 2 F A RO SR, M 7E A E I 2% B
HFI4E B AT T FEAREE oy A At 2 A, 12 i SR g A i B S S S 2 E HH £
2B W) 2 8], W Te WA AR G i ) BE 2 A e 47 B 7 A% B ML o 5% — J/7 THG , 30 s 2 A e A S 452
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Legal Regulations of Dark Patterns in the Digital
Economy: Basic Principles, Foreign Solutions,
and Indigenous Approaches

Liu Ying, Liu Jiaxuan
(Law School, Tongji University, Shanghai 200092, China )

Summary: Protecting the legitimate rights and interests of algorithmic consumers is an
important aspect of the healthy development of the digital economy. Dark patterns are means for
platform operators to influence consumer decision-making, which fundamentally change the
marketing methods in traditional consumption patterns. On the one hand, dark patterns affect the
decision-making autonomy of algorithmic consumers through platform operators’ interactive
interfaces such as the design of choice architecture; on the other hand, dark patterns aggravate the
digital vulnerability of algorithmic consumers, and platform operators identify and exploit
consumers’  cognitive biases, leading to a lack of rationality in the decisions made by algorithmic
consumers under dark patterns. Dark patterns can be divided into three types: inducing dark
patterns, deceptive dark patterns, and manipulative dark patterns. Different types of dark patterns
have different degrees of impact on the decision-making of algorithmic consumers, and they can
cause negative effects such as damaging personal information and eroding autonomy of will. The
United States attempts to regulate dark patterns through approaches of specialized laws and
privacy acts, while the European Union adopts an approach that combines rules and standards.
There are similarities and differences between the two modes. The commonality of foreign
solutions to dark patterns in the United States and the European Union lies in actively responding
through legislation, focusing on protecting the right of autonomous choice of algorithmic
consumers and establishing a governance system of interaction among multiple subjects. The legal
regulations of dark patterns require a governance thought that spans from the phenomenon level
to the mode level, based on distinguishing different forms of dark patterns. We should construct
indigenous approaches from regulatory frameworks, inclined protection, and multi-party
cooperation, so as to achieve a balance between platform operators and algorithmic consumer
protection and promote the healthy development of the digital economy.

Key words: dark patterns; consumer manipulation; algorithmic consumer protection; digital

vulnerability
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