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YT Be R B LB LAFE]) T HTFTARA HE AL FEE 2014452 H b g j 2822 2 {5 R AL 8
SN LA B2 201746 1 (AR N R[] 0 28 22 4k ) AT AT 5 B 2 e I 582 i 1
PR T H P AA A E AR AR L ST TS U AN Al S P 5 EBOR AN B AR GE R B HIX ol &
BRI B A RENT (5 B 2 208 il B SCBER ™ , 5P Alb A A= AP A AR T J2=
AT Al AR B L RFEG DR T AR 228 50 5 B 22 4 i SEAHHDE , Aalk 4 ey jiz
X5 B 2 A Ut 18 3 LA A8 B R R e S T e #A

il

%5 B HR: 2017-07-07

EEWH: BXALHF AL FFAR (17CGLO19); AR A RHAF A em LA A (71672123) ; & & 7 Az
F LA SR AR B (cstc2017jcyjAX0441) ; & & T AEAHAF MK A B (2017QNGL55) ; & T
HEALALSHFHER B (17SKG097) ; A T H KX FAR AR A (1751030) ;.0 & 4 g A+
% % 4 (ZR2017BG010)

EEE T B (1988—), B, b AMZ K FEEAF L TR FRHIT;
WEB(1979—), B, P B2 BRINE T SAZ 8% AR S3 GRIEH ) ;
o A(1986—), B, TR IAKRFHF AN FRHIT;
WIEHE(1972—), B, & FF K F A FRRHHE, 4 307,
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AP A7 B A AU 2R A 5L TR R 2 i AT R, il BE AR D B AR Al A7 B e 2 X
Wz B RGE AR . 201 64F [ G H R B B S b B O I e T HRE 7, 20154F:64.22% 1 9L 1A
Al A E B L 2 F A F B L2 E M EZAPIA  — RN R TSR TR, 2
Jr Gt ekt R, 70%—80% 115 8 & 4l i A 0t T Jo R {5 BA e AT, i anis & 7
BB SRR , A R B F B AR s O AN U AR . E AR AT
P 265 (B 3563% 2 A SN0 R DL R 45 24 i 32 5 GRUATT, 20135 BR =255, 2016) . F5 52 |, 51 TR
AT R 2 A0 S WA Al A5 B 22 4 AU 1) FE R I (D Arey %5, 2009 ; BulgurcuSs:,
2010;Boss%,2015), 3 H i1 F 53 TRENSHE i 21| Al i 225 S A , 15 B & ad i h
A fF AR/ (Hus, 2012) BRI, Al A% 828 248 b — > R A A DR ) 055 () U2 < o]
38 3 1 ) B R TR S AN A T AR R A LS B RS, LI E B
YRFRRAE S8 E B Z 2B AR

5B A FE AR T R T B Al i 24 PR AT AR HE Bl o Al A 8 2 8 PR — T A 4= 1)

R TR, EWEUMGE BB TR F, W B ZAAHCHRGERT], 5 B 24 B i St 5
PR BT DA G (Hu,2012) o Rt , HOAVE X il A% B4 A 5 A Bm D3R 1 )2 A P
A A G ITMRAERRI TZ B &R e (5 B R AR5 13 5 B RFERHE UG %4
il B2 A St (ERFE FL 45, 2014 5 Barton®5, 2016 ) o FH L AT UL , 1 J2 8 B S 3 (R RR i 48 S 49 ) %)
AV A5 8 2 4 BE A I DL AR B A PR SO I R 5 E R SR, A IR T
SR AT Al A7 B A BE AR RS A R XS Al A 88 4 A AT e AR S e R 4453
LA

PRI R Aol v 245 B A AT S0 i il B2 AL 2 15 1T AR S 1 B & 248 P X — [ LA
EE SIS R A KT I, AT LA E N {5 B A8 PR R UGIE R Al R AT X
GV T m A SR R AL S5 B 2B AR Z IR, B TR R = A S o 4 5
TAAF B & Ah A, LR BEAR X B 4 B R A (B2 ), (W] {5 B & 4
FEARTE M AR VR ARG IR B S Tk R B FR AR =0 T - 1, S A SRR E AL
FRAt AR ASME AL 2 TEAT 284 RS 85T T I 53 A0 L (Carpentera , 2001 ; 248 5 AT
7R, 2007 ; FMEF, 2009 Huss,2012) , 5 B SRt Al A7 2 22 4 1 B2 AL i 5 i — B9 20 .
YERRTX A 2 B RN T, A5 DG i 45 A BAOGH JE 48 4 B o B M A X5 8 %
SEHNESN S 5 IS A5 B2 2l B AL, X T B A A 05 B % 2 FE A&
7P A v 4 A A T R S LR R T R SRR A RB S 1R S A B Al K
o DA SC T ZUHI B AL R 5% 22 02 MRS Ay il B T 0 SR R I e A B Al P ) 1
B R FRATNA S BT s ma 5 B e A BE AL R FRL 28 0T Je S o dnff 56 T A 80k 252
F4) o 5 382 o DA M RS RIS A TR AT o B Al B LA 2 B e R TR B4
BV B 48 SRRV B8 28 AT SO s T o X6 T B A R e Ml 75 8. 22 2T BE AR A
TR EHLEI A &M, 0 R T B R A B AR s [ ATV X 4 (Puhakainen I
Siponen, 2010 ), NI F= 5 T 4l PB4 S 15 B & 2 A R AR o =K.

—. BREMEHRRREE

(— )il Ak

ZH A HT B i BE T SO o A <k 23 24 i Y A A SRR B S5 T N %
SRR E T BE IR TR ORI TR Ay S5 M I 28 IR L, 2R 2L A0 I B R — A R, e sk T
SR A5 I AN EREE 4 5 K (Scott, 2008 ) . KostovaFIRoth (2002 ) HR HE 41 2 ] B HAT A 1k 1 4
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SR T W EE AR A AR B AT S N A, TS B AT S L R AR SETE AT 5T 1
WIS TE BA B E

MIERESE (2016)TEAV 7 B2 245 FLE B T X KostovaFfliRoth (2002 )42 H I JE AT Al R4k
B BE AL R AT T B A, R T SIS ER T T B R % AT AT AR G i L
o BAT AR AU T B S AR AR IR, AR R PR R A I A St 1 e R (o
SERAMIENE, 2016 )  FEAMLAF B 2 25 B , Bk UL A STl BE A i A e ik = 151
T S AN A R 0 P A5 8 4 BE o P I T AL, DA T A A R B O3 PR S ol 5 /s o B A
WEAE BRI — B0, AR 9 3 R 0 2 1B 109 S0 , SRR 48 SR 1 5 KostovafiIRoth (2002 )
I BAT AN I SR FE T 58— 30, R AR (R B i 5 rh it AT T E B A .
It , A 551 F T KostovafilRoth (2002 ) FIAKIE#ESE (2016 )2 H FiTSE 28 5 8 A7 A1 P9 AL A4 il B2 4k

()W ST S AT AL

AWFFEVA (R A BT T A A S, AR R B2 29T/ ML R (4145 : CEO .

G B AT ITEHAN 5238 T X 5 B 2 BB 2 A, o T S8l 5
BREEMERR, 1A R AR BRI 2 515 B4 &S NS A mE, U LS 5FER
A ERAT R B B RIS B A T/ N R U T B R A B IA R SRR A T
EE,EEEEESMEES SWAYEE (Hud,2012; B HE MBS, 2014 RIER SE,
2014).

M AE B ZRE NS T, A SEFEL G R L B ETEENE L 5%
SR SRR X B A AR B SEAS BT L RO B e A B DG FIR R AL T
fif (RAEELAF,2014) JETIA5 &, Alk S48 23 1) HA A B sl A DR (R B L 2 H BRI ¢
FRAE R NI 7 M 30 Al A AH DGR T TR A5 B A FE R SO & B R A, IR HE A
b 53 TR R B R i R 45 28 B e 2R Y 7 92 (Warkentinfl Willison, 2009 ) Wit f# m]
DI R FE A A5 8 % A il B2 i A1 18 RN N 9 5, (450 18,28 445 A AR . (%) il B AR
T A] DAESY BT I AR SR 4R T Rk

HI: S RS EE , i B R AT

A P A5 8 2 A B R A SR AR S A, i, A1 404 IR IE = A (1) SO
HAAE B AL RN 0 RS T AR R o Al 9 = 248 800 5 B ) SRS,
REAS A i 5 B B RAF AU S0 R S B B2 Al B2 A SR HEA TR A 4R
T Al NS B PR A AT RE IS 0L , 4lb 3 T3P A5 8 2 24 BRI o aly
W g5 FTREAS B S, (HU2:— HL B TR AR RS B & A8 R 1N YA 7 g | R i
i 225l A B USSR 2 o PRI, ARATF S 48 s T ff i

H2: SRR , i B AR KT s

72 A 0 BE AT T Al S 2k — R A B 2 I 2 AR H B2 (Armstrong Fll
Sambamurthy, 1999 ; SharmafllYetton, 2003 ; LiangZ5, 2007 ) . U515 B %4 W il FE AL 1% A 153
1 BN 2 5 RN SR il B Al A A b BT 0 B i S EA T R AR S L TALVEHE H % T
YEREISN TAETUHH (HusE, 2011) o (R, Ak = 2 A BB X A5 B 2 il B AL AR 2 5 A SE
FEXTFHESI A 53 T 515 B4 A il BE 04 455 TAEA BRI .

(HAR XM, &S 50 LA IR A ASERRTT 22 8] A gl 705 8 2 A e it B
FEAE RS (SmithdE,2010) B4R UL, &8 S 5 2005 8 2 2 B SCAFR e, DTS2 L
15 B Al B R it iy e 2 il S OR RIS T 1l 55 TR 1 S %6 45 (Spears FIBarki , 2010 ; i 55%

eI HEEE T aT AR
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Bes5,2013), ALl Xt F15 B 2 Hl AL AN IR ; R, 228 B E 25 24 iR s
BRI PATZ i, SRR AARRRRT T Z B AR 45 o oe , HEsh (5 B4 2 i il B FLIE 75 52
B 5 T SERR TAE T A 22 i o IR ASBHF ST 4 R ik

H3: S8 S 5REBIR, f BRI TR .

H4: S8 S 5REBIR, B A KE

(COFERERIRS S G B L 28 AR E

FRL TR R, WA TR Y18 I S8 E B L eF e 2 mih T4k
{5 B 24 ) F B (D’ Arcy%, 2009 ; Herath #1Rao, 2009 ; Smith%5,2010; Crossler il
Johnston,2013) . Rt , 5 AL A 1 U3 B3 T 915 B 28 2 1Mt A5 U 0 # 22 (RezguifliMarks,
2008 ) . ISF (information security forum ) 45 .2 e SONAI LN BT A 19 B3 T 3R B %
ST A SUITIE AL 900, BRI BT A ANAE H 8 TAE & 2R 57 (IR
4:.2014)

DinevFAIHu(2007) 5347 T 53 T-AH AR B HAE B 2 237 fsem , 45 3R R T
M5 B BRI, A A T XA B 2 P-4 . Spears FlBarki (2010 ) ZEA L A5
BRENEENEET IR T 50 T2 55 B L2 it B EF 8 S 1L G B L 2B IUK
PuhakainenF1Sipone(2010) F| FHAT WG 4307 115 B4 2 B IR BRI LU 51 TA5 8 %4
TG STAT R A5 45 AR BT, WL B TR B 2Rt 80, vl LB 5 3 s HAE 8
GABORARESTAT N G55 (2013) BFSE A5 IS W BAIE T 502 T A5 B2 2 B B L%
A RO A B35 1 52, I P 2 5 G B 2 A8 A 3k Z B i G & h B h Ak
FH BT Loyt , AR o 4 1 U AR

HS (5 B LB IV, 15 B % 28 AT 3L .

FESZERH TN RIFERS B & P a5 B 4 B Sk s i T R H 2R
PG 0 2 B &l i A KGN AT 5 A TS A SR 2 4% 51y, DI 24 5
T TR (GREE R4 ,2014) . 5 R XH I , KrugerFlK earney (2006 )3 H Al PN 35 .42 2 455
YRR T R il 22 4 R8T, o 6 RS NERBRAR I T AT 2L N R R e R R , LA
BRI AR X T = 2 R U, 5 B & 2 BB = A T ILAE fnlk I I
FEHUHES 5 B AR H PUTE B L 2B BBOR U E# S A B %NS PR
PRIk S0 Ak (RezguifiiMarks , 2008 ) o R, 15 8,28 4 B TR B i st 2300l =0 48 1A B 5 B 1)
RIS 52 HLUF B 22T, 25 &7 5 8 AR S B 2B b A8 ER .
BT ARG Bk

H6 5 B2 2 UK B, S (5 Sl

H7 (5 B LB IV, SES 5REBIK,

(M BAT N LS (5 B 28 BARE

WHTETIR , BAT AN X T A B 58 %2 2t B AL AR ERIA AR SL B, e UL SN
SEANY = Wy 1 sy D A a0 1 e S R A A = A P | A IR S R = S
G A PMEBLRL , FEAME 1) F8 3K 7 2R A A 45 B 1 2 sl R 1E 3 AR 5 S o AR 3l i 1 45
(2016) IR, Al A7 B e Al FE AL B v B AT B AT —Fh 288 . (1) 2R Tl 2 A sl & P
PYZER 5 (2) MR 45 FP 2 A ZH 0 B AR BRI 5 (3) M T4k B & & 255K o Teie &M
FA B ATHR 2 AN [ R BE 3G i b i A8 BRI, BBz ek e M B = Ak iz dERe ) , e
St R B A A RO T It AR B A R

(DISF (https://www.securityforum.org ) & A 75 {7 B2 4 ST N RN T2 e S Bk
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HS il FEAL A B AT /K g, il A7 B 28 A BIBOAT 2

WAL AT LU A5 B 22 448 PR A0 R ST , MRS A4 A e B A mT RE AL 55+ BT A 4
it 32 A5 B2 e MR A AT RENE U HUR (R BZ 2 FRE 20T L 2R, NER I TRY(E 8%
A AT E U A AR B2 XU Y 32 ER R (Posey S, 2014) , AT R HLTE BO1R B R 5L
o (5 BB, AT LU 42 w5 el 915 B % 4 7KF (Boss ™, 2015) 5 2, RUFAIALL
AR AR A e 15 B AT R o PR, A Hh N fBs

HO - il ALY A K 7 il A7 B 22 4 IOBOAT 2

25 LR AW SE R I N AR (WL IR 1) o 55 A R LA, I BN T 7 s it

S AEAAR B BTN, I 1 A SRR RPN R I o B — 2 M A S A A
25 WA HEBEH i BE AL A AT AT AR R R M AR AR AL 5 565, Stk b A B 22 4 S e
{5 B2 A A R A AR 2R SR T ARG v e s R SR A T Ry 2 A T A 52 i)
PR R A AR, 2 DA AR b 5 Sk 4 A L2 T 5 00 o] 2 A i XAl £ S8 4 A8 AT S5 Y

=
2 I]rlﬂ o

V E%fgﬁ v Eﬁ: H8
BERERR \\\\ RERZEEHAHM
A
N mwss A Pk o

H4 H>

E1 s
=. IRF*

(— FEA IS Fic g

A 5T R )4 P8 A D A TR AR TR A [R5 20 R Il AR I B o H i, [l AR TR F
X4 38 357 GB/T22080-2008/ISO/IEC27001 : 2005 VA4 IATIE A4 Al 2H 20 rp A A5 103, 3215
FEMRE TAE A H A B4 Al BE B SR B AR BB (B A B AR GE A0 e RS O a5 [l
2 ) 3 v 4 TR 5 ) 52 B ) SR S 2 2 585 = D DALMY 2 A o 4% B, 52 2 AR ot 7 b e e
TEM Al AR 1822 4 B8 13 28 175 00 LA B St Fs A S RO, o [m) 5 A ) 5 BYA SR S s 42 7
R R (B AT URRME, SR M RSB AR 22, SSRGS ) , B[R] 4 Hh A 1 R 35 R FH IR
R 7

H VR [n) 20 h TRl AR I 5 B 43, B LAAE B ARG A op 2 i WA A 0 . 8 5, 18
Tob B MR 0] 3 A R 7 2538 11F GB/T22080-2008/ISO/IEC27001 : 2005 A IE 4 £ My AH 645 1 2
B, 3R 26 (ORI R ) LT A52004) , A RL R 4 176403, M) 46 A A3 25 T IR 24 R 88 % ; L
BRI IET AT 3 R 22 B 05 — I IAMEN LA TR A% B AR L A% L T IS A7
A3 FH A% D1 B HRVAG UL ], i B o Il A JC i 5 B, DXL ImT U 38 A A5 2RI 5B oW 148407, ) 45
A R IR R 24 84%

(DGB/T22080-2008/ISO/IEC27001 : 200533 FivhR 1 i 2 FELE GB/T22080-2008%% [7] % FHISO/IEC27001 : 2005, B .20 245 Bk £ . CR I
FARMEE I P 56 1 5% SR E BRAR e TR B AR A 4 5 378 IR0« (— ) 45 [R) SR T b i ) B DA SR TR D 7, 58
i) s GBxxxxx-xxx X [ISOxxx 3% 1 xxxx o ( Z ) ETCR T FEl BRAR v 1 38 E hrofe , R IR EAR A -

@ =) NI iYL 1] 17 5 H A% GB/T22080-2008/ISO/IEC27001 : 200525 AR HE LA , B N A vh A B 22 A UGE O A [ iy 7
FEARBR BT e 55 207 o FRARIX YK IR) SR H ISO900045 8 FRAAR ZR ARl # 4% , (EJ2: 15 B 2 AT U RR IR PE | RERESRIBGZ R I3 1Y [ N LAY
B[R N
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(=) A8

AT 5 0 5 e 2 ) AT B 2 DL C A WS b gl )z Al P RN S A R A A, I 45 A AR
SCAORF AR S5 AR A Y s el RR A Bk UG, = R S B R SR E S S,
X b AR AR B I R A Liang 55 (2007 ) Y i 3% , Y0038 5/ 8000 5 XM BA e BRI AR
P& SpearsFIBarki(2010) FID’ Arcy 55 (2008 ) i) i e B A58 , FH 4/ BT FA) Rl , 32 20 45 B 3
X5 B WA AT ki B A v 47 A N A RS I R F K ostova FIRoth (2002 ) . Hsu%%
(2012 ) FIARIEHESE (2016 ) 4 3 , B HG4 U 5 X 828 445 PR SCHE AR ) o 3L it S e
45 (2013)F1ChangMILin (2007 ) ARG AR , b4 RETIAG A, 1000 H AL 2 1 , 1000 i ]
P 1IN S A, 1IN il A 8 2 A B R ACIR OO0 o 0T A A et 1) 5 ) B e H i A
MF PR BRI, 1E S L3R,

x1 ETERHEHERIRRHA

R WEH e IR
g (e A I
gty WS e A G ol A P B )
sy, BT LIKostovaFiIRoth(2002) 4B (1 T B IA Al ISMS H R Xt
HE wi IR, S
et e A o WSRIBESF(2013) .
g pmmte B EO0) A
Tz
IR IR P 20
HHER 3 A
A e K F WA
ITHET BB A IATERL O R
SEBIAE
e {8

(=) Fasil s
RS AR T, AT E B & KSR —2, ST AN TR Al xR 4%
MRHGRE 22 57 5 BT B (B AN 32 AR B[R] B K ) Al 7T B (5 8 2 A A S INRISE , W]
FHIHAAR B2 A 7 20t 20 4lk 915 B & 248 B — a2 52 5 AN R ITA il 2R R A 4l i
THb RO B 225, 28 AR B 2 BRI s HSUIBURTTHR ] A BB th 23 X il
5 RGPS RS R LT IR AT, AR AT S A T 2R U ST B (R]
IAUERS ] A5 TC AT 20 ZURURSE L R TR T RS S il A8 i, 3 S pRIE E45 (2016 ) FI
Hsu (2012) 48535 YRR A — 2.

M. #FESTSERTIE

KA TR 5T O 4 3R B PLS-SEMXFE AR BCE T A 7™ A% BR ], R AEFRE AR B AT PR A1 L
TARRRI R AL 2UR (Reinartz55, 2009 ) o FH T A5 o 1 (0] 45 AR R S BAY N 25
BP0 e AV A7 B il B () St 100, A 1T e 2 il S Al A BURRA L, T DA 35 45 1 I8
AR, R ARG SR FHPLS i fre /N — 36 1 FlISmart PLS 3.0:E4 745445 7047

(—) L[] 7w 22

[R5 e 22 (common method biases, CMV ), J&:48 H T [FlRE AR I IR/ 403 L [RIEE Y

O HH R R TR RAMER T L 407, b h ORI AR POZ i HAR M 0 3 N A L AT

SNEZGFEEE (F40EFESH)



*F2 [ENSHI
Ml I

R TIAAE B2 PRI S A B2
R TINHE B 2B R
RTINS B S B AR R B
BTN 24 R IFEFE (SETA. R
. PR BRI B AT LU B 25 B P ARz i
B Y B NN P S Koy | L AR A S
R E BRI G B R I L0 55 E W i
- R R AR B LA TR R A 2 AR 5% B —R o
. FEE PN E B s S WITH FECR
. R B R R A ZH St 5 B e B
. T 2 AR M R E 4 S B T R
R R A b 3 e R a2 M B A AT
- R H B I B Tl i S AR
. 2 PAH U A I ISMS A M5 P o
. ISMSHRE UL & T A ifERY BT 2ok
. ISMSHE SCHFFF At R FURIBOR R
3. ISMSHE SCIFEER 5 A il B R AR — 2
4. A 15 B %4 SR BR R — B
1 25 AR5 R B0 T i MR B2 4 UG
2. XTI SR B AU, #8547 T A M A B
3. X TR BRI TS O, 2T T MR
4. N6 T 3 S it S T A R
1. B T 5 B R A & A 2R K v] g
2. B T AR B B i) e A= 2 I m e
3450 T R R AR 5 I H s TS
4. 1 m TEE RS Hsa B EE )

pIEIEE S

Al EA

Al fEA

[ A

DN A W~ DR WNRIBR WD~

o —

A 4B

M1k [n]%:B

%

B R A

Do AR 0T B35 T 2 S P TN A i FASOb 2 k22 [B) A A 114 228 (T3 Rl 375, 2004 ) o 53X
— [ SR F R B AT A T IE TP © 5 [ T 28 1) 12 G0, IR s il 7 vk 22
TR P4 AN e T4 il W A o AR5 v (8 B A U5 B AL [R5 A RTR S B, HLP 431014 B AN
[ 28 3] () PRI RIEXT G Jr 2 i, DR IME R R P 4 ) A 1 A Rl B T 6 [R) D i A 22 04 7= A o A e T
il 7 18T, SR I Harman B PS 246 56 14 5 I 04 T 90E o /0 45 5 b/, A 728 #: (R 55— AN IR P
ZERRREE N 31.930% , /INT40% 1 FEHEE o PRI, ARIF 5 v T 0 B B B AN A7 AE L 1) D i i 22 1)
[

() ARG 55

FEXT AR BE AU A TR B0 i AR v, SR LA FH AL A 15 B (CR) AT B 48 R P i 36
FIAR s R E R AR AVE O3 S AR U ) 17 MR 75 R TV A8 1t 22 ] R A DG (B K 56
XARE , HAVERIEM R 1R AU (Peng MLai, 2012 ; MRIEHES 2016 ) I AN R 48
PRIES R TE LR34,

MFE3AALF B LB SEES SES S BT RS B LB AN A S
{58 (CR)ZM91°40.814.0.873 .0.928 .0.857 .0.91 1 F10.923 , ¥ K T-0. 700 JL MR ; 6 VAR F 1Y)
AVEZM5120524.0.579.0.721 ,0.603 .0.7207F10.749 , ¥/ F-0.500 4 FEHEA 5 611575 5 T A5 15
H 14 A -3 A (B34 K F°0.600 , 76 1T DA% 32 BYE L 2 N ; 61148 12 H Cronbach’s aff) e/ ME R
0.714,37£0.700L) I . b ZANFEFRI UL T 5T 2 HAT B 15 K o

eI HEEE T aT AR
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* 3 NEEREFEENYEIFMHIER
Mo Il Al 72 fay T{E AVE CR Cronbach’s a
(EISSr = v=v a0 0.754 14.697
25 [ g AR
5B %4 0.647 5.520
mEEEl 0.786 27.982
mEfES2 0.836 31.762
AEES HEEE3 0.716 14.062 0.579 0.873 0.821
FEES4 0.729 17.718
HEIE&S 0.745 20.009
mEZ51 0.871 41.283
mES52 0.871 40.636
mEZ5 mEZ53 0.839 30.896 0.721 0.928 0.903
=254 0.843 33.735
eSS 0.821 26.734
JE1T1 0.854 20.080
1T Egi g:iii 297.612967 0.603 0.857 0.773
JB174 0.683 11.565
Wikl 0.917 12.824
Wik gﬁg 8:33? 18958;64 0.720 0911 0.869
HN1ik4 0.792 8.891
5B AR 0.902 45.572
SR, o BB EEHARM2 0866 26.292
15 B e 45 P 34k 1 g A AP S 0.829 50080 0749 0923 0.888
SEUSEHAMYE4  0.865 36.553
x4 BTEMWE.FEWAVERTEFIR
(1) 2) 3) (4) (5) (6)
(fFR%EEEIR 0.724
Q) EERS 0.421 0.764
QEmEsS 0.583 0.625 0.849
(4)JEAT 0.029 0.391 0.305 0.777
(5)M4k 0.071 0.212 0.139 0.413 0.848
(615 8 %2 EHAE 0.179 0.422 0.472 0.440 0.238 0.866

H 4R AL, 6 MBS I M AVERE T AR R T AR it Z [ A G R 8k, R R A A 8
UF IR FE T LR AT 5 5 ARG r ) et 2 ELA 0 e ) T SR R At

WG B Gefens (2000 ) FTHUSE (2012 ) &5 i I, X2 gttt 1 e o 45
R (BRFRE0R , AR ), 00 H 2 ar 76150 19 A8 i 1) 83008 2 B s T At A i B,
— I T AR ST R A A R AR RN X A 5 X7 AR B (Tl 28 A ZUR
B DERF ] T 2878 TTHE 0 )RR 412 Rl 7 st ] A TE A oA e ) g AR R4 TAG A
AT 6 AR BRI L, T/ T AR AR s A X/, BRLIE A 25 T Liang %5 (2007 ) B9 43 Mr 7
RMTHEAT T 700K, AR 8 43 1) R S — Al AR o, f el 8 (PR TR, SRR ) , 7404
75 B 1) RO AN i RV o) A e A XA 1) A Bt P A R
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(=)W RS
(B AGER A A5 SR NP 2 7R
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Top Management Support, Legitimation, and Effectiveness
of Information Security Management

Dong Kunxiang', Xie Zongxiao®, Zhen Jie’, Lin Runhui*
(1. School of Management Science and Engineering, Shandong University of Finance and Economics,
Ji’nan 250014, China;2. China Financial Certification Authority, Beijing 100054, China;
3. School of Business Planning, Chongqing Technology and Business University, Chongqing 400067, China;
4. Business School, Nankai University, Tianjin 300071, China )

Summary: With increasing dependence on information technology and information system,
enterprises are confronting with a more and more complicated information security environment. Thus,
information security has become an intractable problem for many enterprises. Generally speaking, there
are two methods to improve enterprises’ information security level, that is, technology and management
means. Technology means mainly settle software and hardware security of computers and networks,
while management means mainly regulate and restrain the entire enterprise system including software,
hardware, and employees. At present, a lot of enterprises mostly employ the technology means to solve
information security problems. However, the lack or imperfection of information security institutions
leads to bad enterprise information security situation. Therefore, technology and management means to
solve information security are complementary to each other. As such, it is urgent and necessary to
establish and improve information security institutions for many enterprises.

In fact, enterprise information security is a complicated activity which needs different sectors to get
involved in. More specifically, the information security departments play the very critical role in the
implementation of information security institutions, and all employees should comply with the
information security policy. Therefore, only the top management teams have the ability to coordinate the
relationship between different departments, determine the introduction of information technology, and
deploy the information systems. In response, top management support has an important impact on the
construct of information security institutions and the effectiveness of information security management.
So far, few studies have investigated the mechanism that how top management support affects
information security legitimation, and legitimation information security management. Therefore, it has
great theoretical and practical significance to the exploration of whether the legitimation supported by

top management can improve the effectiveness of information security management.
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The objective of the current study is to explore whether legitimation prompted by top management
team can improve the effectiveness of enterprise information security management. By doing so, the
data was collected from the enterprises which have passed the certification of information security
management system, and analyzed by using PLS-SEM. The results indicate that information security
awareness can improve top management support(including top management belief and top management
participation )and the effectiveness of information security management respectively. In addition, top
management belief can improve implementation (the first stage of legitimation )and internalization( the
second stage of legitimation ). Moreover, implementation can improve the effectiveness of information
security management. This paper analyzes the way to enhance effectiveness of information security
management, which has a reality-oriented meaning for prompting information security management of
enterprises from the standpoint of institution.

Key words: top management support; information security awareness; legitimation; effectiveness
of information security management
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process in modern Austrian school consists of three key interrelated analytical concepts: (a)the
entrepreneur role; (b)the role of discovery; (c¢)adversarial competition. According to Hayek’s divided
knowledge theory, an entrepreneur’s knowledge is individual, situational and implicit, and such rich
personal knowledge means potential creativity, helping the entrepreneur discover and exploit
opportunities. So based on Austrian school’s ideas, Scott A. Shane created a conceptual framework of
entrepreneurial research, induced scholars to concern with three sets of research questions about
entrepreneurship: (1)why, when, and how opportunities for the creation of goods and services come into
existence; (2)why, when, and how some people but not others discover and exploit these opportunities;
(3)why, when, and how different modes of action are used to exploit entrepreneurial opportunities.
Third, Scott A. Shane is a uniquely complete entrepreneurship scholar. He has made substantial
contributions to the field of entrepreneurship. They can be summarized as follows: (a)he has strongly
influenced what we view as central aspects of entrepreneurship, and has been a leading figure in
redirecting the focus on entrepreneurship research itself; (b)he has influenced how we view
entrepreneurship phenomenon by making full arguments and presenting theoretical insights; (c)in
particular, he has emphasized the need to consider variation in the opportunities alongside the
characteristics of those individuals who pursue them, as well as the matching of individuals and
opportunities; (d)he has contributed to how we conduct entrepreneurship research; Scott A. Shane has
been a forerunner of examining relevant units of analysis that are difficult to sample, designing
entrepreneurial process research, processing data, and introducing sophisticated analytical methods;
(e)he has laid the theory foundation of entrepreneurship and promoted the development of entrepren-
eurship.

Key words: entrepreneurial opportunity; entrepreneurial process; theoretical development;
methodology
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