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Data Governance of Connected Vehicles from a
Comparative Law Perspective

Zhao Haile
(School of Law, Jilin University, Jilin Changchun 130012, China )

Summary: Currently, China’s data governance of connected vehicles needs to balance the
interests among personal information protection, the development of digital market and national
security. However, the existing law does not clarify the right of data generated by connected
vehicles or the method of personal information protection. Moreover, the proposed cross-border
data transfer review mechanism may not be sufficient to protect national security. EU, by means
of active legislative and judicial approaches, takes the approach of enlarging the data protection
scope of connected vehicles by safeguarding the right of communication of terminal equipment.
By clarifying data rights and promoting the free movement of data within its border, EU removes
barriers to the digital economy and blocks the monopoly of European market by US internet
tycoons. These in turn promote the development of EU digital market. By means of public
security exception, EU safeguards the right of its member States to regulate the digital industry
through public security concerns. In contrast, the US largely confers the right to regulate
connected vehicles to industrial self-discipline and promotes digital economy through a free
market approach. The State Laws of the US offer a much narrower protection of personal
information. The US also brings safeguards to its national security through restricting the right of
“foreign adversaries” to access US sensitive personal information, since it has been reluctant to
regulate the cross-border transfer of data. A study of EU and US approaches indicates that the data
governance of connected vehicles needs to balance those three aspects because the concept of data
has three attributes: personal data, productive factor as well as intelligence. The design of personal
information protection would directly impact the development of data market as well as national
security. The development of data market does not necessarily contradict with the protection of
national security, and they can have a balanced development with scientific identification of the
driving force of digital market and the origin of threat to national security. As to China, the three

attributes of data correspond with the three aspects of connected vehicle data regulation.
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Consequently, the institutional design needs to overcome the restriction of different departments
of law and be integral. While it is advisable for China to invoke stringent protections of sensitive
personal information, non-sensitive personal information should receive categorized protection
and data sharing should also be facilitated. Meanwhile, cross-border data transfer review, negative
list of foreign investment as well as foreign investment review may contribute to the elimination
of national security risks incurred by the cross-border transfer of connected vehicle data. Only in
this way can the industrial development of smart vehicles, personal information protection and
national security be balanced and promoted.

Key words: connected vehicles; data governance; personal information protection; digital

market; national security

(FTAES 4. L)

(ERZER491)
competition. The study finds that when the industry competition becomes more intense, the
CEO-CFO social relationship has a stronger role in promoting the investment efficiency of
enterprises. This article provides empirical evidence for how social relationships affect the
information communication of the senior management team, and helps to understand the impact
of the social network of the senior management team on corporate investment behavior. With the
continuous improvement of China’s institutional environment, financial work has played a key
role in the continuous growth of enterprises. More and more CFOs are involved in major
corporate decisions. Some listed companies even require the successor CEOs to have professional
background of CFOs. Therefore, the research conclusions of this article are also helpful to
understand the important role of CFOs in corporate investment decision-making and have certain
enlightenment for enterprises to build a reasonable management team.

Key words: social relationships; information communication; financial background;

investment efficiency
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